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Abstract—This paper addresses the need in modern operating system kernels for a process authentication mechanism, where a
process of a user-level application proves its identity to the kernel. Process authentication is different from process identification.
Identification is a way to describe a principal, and process IDs and names are identifiers for processes in an OS environment.
However, forging and spoofing process identifiers by malware are easy to do. As a result, malware may abuse system resources
violating system assurance. Yet, the problem of process or application authentication has not been systematically investigated in
the literature.
We explain how process authentication differs from user authentication, its unique requirements, and technical challenges. We
propose a lightweight secure application authentication model in which user-level applications are required to present proofs
at run time to be authenticated to the kernel. We present a kernel protocol for the secure authentication of applications.
To demonstrate the application of process authentication, we develop a system call monitoring framework for preventing
unauthorized use or access of system resources. It verifies the identity of applications before completing the requested system
calls. We implement and evaluate a prototype of our monitoring architecture in Linux as device drivers with no modification of the
kernel. The results from our extensive performance evaluation shows that our prototype incurs very low overhead, indicating the
feasibility of our approach for cryptographically authenticating applications in the operating system.
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1 INTRODUCTION

Operating system (OS) kernels often enforce minimal
restrictions on the applications permitted to execute,
resulting in the ability of malicious programs to abuse
system resources. Stealthy malware running as stand-
alone processes, once installed, can freely execute en-
joying the privileges provided to the user account run-
ning the process. However, kernels are not designed
to detect malicious behaviors, or identify malicious
processes at runtime.

A well-known approach to protecting systems from
malicious activities is through the deployment of
mandatory access control (MAC) systems. Such sys-
tems often provide the kernel with access monitoring
mechanisms as well as policy specification platforms.
The user decides on the policies and the various access
rights on system resources. Existing MAC systems
such as SELinux [1], grsecurity [2], and AppArmor
[3] enable the user (or the system administrator) to ex-
press detailed and powerful policies. These solutions
are often implemented using the Linux Security Mod-
ules [4] to monitor access to selected system resources,
and apply the specified policies to the corresponding
processes.
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The above security solutions belong to the category
of authorization. However, authorization mechanisms
alone are not sufficient for achieving system assur-
ance. Our thesis of this paper is to argue and demon-
strate that the modern kernel must also have secure
mechanisms for authenticating processes where the
identity of a process can be proved. User authentica-
tion through techniques such as password or public-
key cryptosystem is common in multi-user system
or network environments. Many user authentication
techniques exist in the literature. Yet, process authen-
tication, i.e., how to prove a process is indeed what it
claims to be, has never been systematically studied.

Process authentication is different and indepen-
dent from process identification and requires stronger
properties, for example unforgeability and anti-replay.
In contrast, identification is a way to describe a prin-
cipal. Process IDs and process names are identifiers
for processes in an OS environment. Usually these
process identifiers are generated by the system after
examining the executable file names and installation
paths of processes. This examination of executable file
names and installation paths is the simplest form of
process authentication. These simple authentication
procedures are insecure against existential forgery
attacks by malicious software, which we explain in
details in Table 1. For example, AppArmor (based
on the Linux Security Modules) recognizes processes
through the application’s installation path, based on
which access rights are enforced. However, process
authentication based on the installation path is weak
and is subject to forgery attack as explained in Sec-
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tion 3. Without secure and robust process authentica-
tion, malware may claim to be a privileged or trust-
worthy process. As a result, advanced malware may
abuse system resources violating system assurance.

Our work described in this paper examines the
vulnerabilities in existing process identification, and
points out (secure) process authentication as the miss-
ing link in achieving system security. Our work ad-
dresses how to authenticate processes at runtime and
bind them to appropriate application identities. We
aim to demonstrate that process authentication is a
crucial step to prevent malicious processes from ac-
cessing and abusing system resources. In our solution,
which is referred to by us as Authenticated Applica-
tion (A2), applications with registered credentials can
authenticate to the (trusted) kernel. The kernel can
cryptographically verify the identity of applications.
We point out that the differences in settings between
process authentication and the conventional user au-
thentication. Our description of the unique security
and system engineering requirements for designing a
process authentication solution is general. It is useful
beyond our specific secret key based mechanism pro-
posed. We present the design of a modified challenge-
response protocol to securely authenticate applica-
tions by the kernel. Such an application authentica-
tion mechanism complements to the aforementioned
process authorization solutions.

Our process authentication mechanism has impor-
tant applications in protecting system resources and
integrity, and preventing system access from being
abused by malware. It can be either used alone in the
OS as shown in this paper, or integrates with existing
system authorization solutions such as SELinux [1] to
support fine-grained process-level access control. In
this paper, we demonstrate its practical application
in preventing unauthorized system calls. We design
and implement a system call monitoring tool in Linux
that intercepts system calls made by the running
processes and verifies application identities prior to
granting the requests. The implementation prototype
consists of two Linux kernel modules to securely
authenticate applications and to verify their identities
at the time of their requests for system call execution.
Our implementation requires minimal modifications
to commodity applications with nearly no modifi-
cation to the kernel. Our evaluation results indicate
the feasibility of our system call monitoring approach
without a significant performance penalty.

Outline. Our model and overview are in the next
section. We present the design of Authenticated Appli-
cation framework in Section 3. In Section 4 we discuss
our security guarantees and properties of the frame-
work. Sections 5 and 6 discuss our implementation
and experimental results. In Section 7 we present the
related work and conclude in Section 8.

2 MODEL AND OVERVIEW

An important step in enforcing application-level ac-
cess rights on the running processes is to identify
a process and properly bind it to the corresponding
application. Existing mandatory access control (MAC)
systems such as AppArmor and SELinux use instal-
lation paths and process names to identify processes
and enforce appropriate access rights. However, such
an identification mechanism is weak as summarized
in Table 1. That is because the installation path and the
process name are dynamic concepts and are subject
to change by the user or by an attacker. Thus, to
guarantee secure access control enforcement, a MAC
system needs to rely on a strong identification model.

2.1 Security Model and Goals

Our basic trusted components are the kernel code and
kernel’s memory region. We assume that kernel does
not contain any malicious code. Further, we assume
that confidentiality and integrity of the kernel’s mem-
ory is preserved. Such a trust can be established using
existing techniques such as the Trusted Platform Mod-
ule (TPM) [5], [6] at boot time, assuming exclusion of
hardware attacks. Also, legitimate applications may
be vulnerable and thus allow downloading malicious
code. However, a malware cannot misuse a legitimate
application without executing as a stand-alone pro-
cess. Specifically, malicious code running within the
boundary of a legitimate process (such as a malicious
browser script or extension) is out of the scope of our
work.

To establish a trust model, we categorize appli-
cations into two groups: legitimate and illegitimate.
Legitimate applications are the ones that are autho-
rized (and desired) to run in the system, while the
illegitimate applications are not authorized. Therefore,
we consider a binary level of trust for the applications.
Legitimate applications that are registered by A2 have
the higher level of trust, whereas any other application
has the lower level of trust.

As described earlier, we do not assume the le-
gitimate applications to be bug-free, however, our
framework does not protect legitimate applications
against attacks that do not result in running stand-
alone malicious processes. We assume that legitimate
applications’ vulnerabilities may be leveraged by re-
mote attackers (e.g., through a crafted malicious web
page) to download malicious code that needs to run
as a stand-alone process.

Within the scope of our security model, our research
is guided by the following goals:

1) Detecting malicious (or unauthorized) code ex-
ecution.

2) Preserving system’s integrity by controlling the
execution of untrusted applications (i.e., those
applications that do not have registered keys).
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Process Authentica-
tion

Property/Weakness Possible Fix Comparison With A2

Kernel process ID
and executable path

Executable may be modified or re-
placed when freely allowing access
to the file system.

Fixed file paths and
locked installation
directories.

A2 does not trust file path but uses
file path to verify process claims to
be legitimate by checking A2 regis-
tered credentials on the file path.

SELinux Labels Based on executable names, can be
reused by malicious processes, sub-
ject to replay attack and policy mis-
configuration

Fixed file paths and
locked installation
directories.

A2 keeps track of registered apps
and verifies their legitimacy by
authenticating processes. SELinux
does not authenticate processes.

File hashes Need to be recomputed for authen-
tication

None Hashes may be used as A2 keys.

Developer-signed
applications

May be forged using fake certifi-
cates, e.g., Flame and Flashback
malware, also expensive to imple-
ment in kernel.

None A2 implements a kernel level certi-
fication system that does not rely
on certificate signing authorities,
yet provides the desired level of
security.

Authenticated
system calls

Only capable of verifying system
call usage integrity, but not a gen-
eral application authentication.

Authenticating the
whole application

A2 authenticates the whole process.
The benefit is that an authenticated
processes can prove its interactions
with other processes, e.g. for au-
thentication of interprocess com-
munications.

TABLE 1
Comparison of the security in conventional process identification mechanisms to A2.

3) Preserving system’s performance by developing
a lightweight authentication model with the de-
sired level of assurance.

4) Developing an authentication model with least
usability penalties and minimal modifications to
commodity operating systems.

Given our trust model, A2 aims to fundamentally
distinguish legitimate processes from malicious ones,
thus boosting the security guarantees of MAC sys-
tems. Later in Section 3.4 we discuss the integration of
our application identities with an existing mandatory
access control system.

2.2 Overview of Our Approach

We introduce the design and implementation of the
Authenticated Application (A2) framework to provide
strong authentication of applications. The core idea
of A2 is a novel authentication model that is based
on sharing unique symmetric keys between every
installed application (that runs in the form of stand-
alone processes) and the kernel. The strengths of this
model is based on the cryptographic properties of
symmetric keys generated by the key generators for
standard encryption functions.

To authenticate and protect an application (a single
executable program, also referred to as an executable),
we sign it with a secret application identity, which is
defined as follows:

Definition 1. A secret application identity (SPI) is a
string s of length n that is generated by a secure cryp-
tographic function f : n → s such that s is random and

computationally hard to regenerate given n. SPI is also
referred to as application key in this paper.

A secret application identity s has the following prop-
erties:
• Using s, the kernel establishes a provable identity

of the executable such that this identity may not
be spoofed, e.g. by replaying a legitimate identity
to the kernel.

• s is unique and identifies the processes of a
single executable. The executable identified by s
is called the owner of s.

• For one executable, there is no more than one
identity s.

• s shall not be available to unauthorized processes.
• s is given to the executable at the registration time

(Section 3.2). If the executable is reinstalled on
the file system, it’s given an identity s′ such that
s′ 6= s.

The requirements of the function f in Definition 1
ensure that the secret s is computationally hard to
guess. The secret application identity must be un-
forgeable to provide high assurance about the identity
of a running process and strongly bind it to its exe-
cutable code. The properties of the secret application
identity, guarantee that the owner of s is unforgeable
and resistant to various attacks such as stealing the
secret from the file system.

To protect application identities from stealing at-
tacks, we introduce a protection mechanism referred
to as the code capsule that is capable of securely pro-
tecting an application’s SPI from file system attacks.
We define a code capsule as follows:
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Definition 2. A code capsule Cs is a piece of executable
code appended with a secret application identity s that is
unique and is verifiable by the kernel. A code capsule is not
accessible by any user process except a single kernel helper
process whose identity is securely verifiable by the kernel.

Code capsules serve two major purposes. One is
to protect the secret application identity s from being
accessed, and thus revealed to unauthorized processes
through the file system. The other is to bind s with the
executable code file, which is later used to verify the
identities of the running processes by the kernel. Code
capsules are accessible and maintained by a kernel
helper processes described next.

2.3 Overview of our framework

In the diagram of Figure 2.1, we present a high
level conceptual process of protection against mal-
ware that can effectively identify legitimate processes
and enforce application-level access rights with the
assistance of a mandatory access control system. In
this process, three major components need to partici-
pate. First, a classification component decides on the
legitimacy of the executable code. Next, an identifica-
tion component must register legitimate applications
identified in the first step and prove their identities
to the following component. Finally, access policies
are specified and used to monitor the execution of a
process and enforce access rights within a mandatory
access control system. While the classification of appli-
cations and policy specification are critical steps, we
realize the lack of a proper identification and binding
mechanism that can complete the protection process.
Hence, throughout this paper we present our solution
for the identification component in the form of the
following steps:

1) Application key registration. We generate a
unique secret key for each legitimate application.

2) Application authentication. We use the pro-
vided application key to securely authenticate
the application code which contains the key and
produce identity tokens.

3) Execution monitoring. We monitor the execu-
tion of the processes to limit the activities of
unauthenticated ones.

4) Identification and binding. We identify a regis-
tered application process using generated iden-
tity tokens and bind them to the corresponding
application access rights.

In the key registration step, we provide legitimate
applications with appropriate application keys. In the
application authentication, we use the provided ap-
plication key to securely authenticate the application
code which contains the key and produce identity
tokens. In the final step, we identify process using
generated identity tokens and bind them to the cor-
responding application access rights.

Classify 
applications

Register 
application key

Monitor 
execution

Identify & bind 
processes

Specify policies Enforce policies

Authenticate 
applications

Fig. 2.1. A high level conceptual process of protection
against malware.

In A2, each legitimate application is supplied with
a secret key that is only accessible by the application
code and the kernel. At the time of creating a process,
the application’s secret key is used by the process
to authenticate itself to the kernel. Once the process
is securely authenticated, the kernel can assure its
identity relying on the strong properties [7] of the
cryptographic hash functions.

In the authentication model of A2, applications
are recognized as individual principals. Legitimate
applications (that are assigned a key) are the most
privileged applications while unregistered applica-
tions (that are unable to identify themselves) are
restricted and considered potentially malicious. This
identification mechanism provides a secure sandbox
for the potentially malicious processes and isolates
them from authenticated processes. It is necessary to
allow the creation of any process regardless of its
identity. This is to enable any application to authen-
ticate itself at runtime in order to provide proof of
identity. In addition, this strategy results in uncover-
ing stealthy malware as soon as it interacts with the
kernel through a monitored system call.

3 AUTHENTICATED APPLICATION FRAME-
WORK

Our Authenticated Application (A2) framework en-
ables the authentication of applications with high as-
surance. It consists of three main components: Trusted
Key Registrar, Authenticator and Service Access Monitor
(SAM) depicted in Figure 2.2. We implement the Au-
thenticator and SAM as Linux kernel modules with-
out modifying the kernel (see Section 5). We describe
the functions of our components in the following.

Trusted Key Registrar is a kernel helper responsi-
ble for installing a key for the application and regis-
tering the application with the kernel. The application
interacts with the trusted key registrar to receive a
secret key. The trusted key registrar stores the same
key and registers it for the corresponding application
within a secure storage to be used for the authentica-
tion of the processes at runtime.

Authenticator is responsible for authenticating a
process when it first loads. The Authenticator gener-
ates identity tokens (defined in Section 3.1.1) based on
a token generation protocol.
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Trusted interaction
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Fig. 2.2. The access to selected system calls is monitored by A2. Pi denotes an application process.

Service Access Monitor (SAM) is responsible
for verifying the tokens at runtime and enforce
application-level access rights. Since the tokens are
maintained by the Authenticator, SAM realizes its
task by coordinating with the Authenticator through a
shared data structure. SAM enforces application-level
access rights based on a user-specified application
policy.

3.1 Secure Authentication of Applications
In order to identify a running process and bind it
to the corresponding application 1, the process must
be able to prove its identity to the trusted kernel
using the application’s secret key. The authentication
is summarized in three generic steps. First, the kernel
needs to send a random nonce to the application pro-
cess. The process produces the hash-based message
authentication code (HMAC) using the nonce and the
secret key and returns the nonce back to the kernel.
The kernel regenerates the HMAC and compares it to
the value returned by the application.

Implementing the authentication protocol in kernel
is not trivial. A technical challenge is how to support
the secure communication between an application and
the kernel in an efficient way. The first design choice
is that the kernel directly accesses the application’s
key and verifies its identity provided that the key is
stored in a predefined location. However, this method
does not provide the security level that is needed
in order to establish a strong identification. The lo-
cation of the key can be either defined in memory
or the file system. Defining the key in the memory
imposes additional risk to stealing the key as well as
causing complexity of maintaining the key location.
The alternative design would be separating the key
in a restricted key storage to be used by the kernel
at the authentication time. This design choice is not
adequate since it is not possible to securely bind a
running process to the correct key file at runtime.
Therefore, we use an authentication protocol that can
be executed on a socket file between the process
and the kernel. This method can be realized using a

1. A piece of executable code that runs in at least one stand-alone
process.

memory-based socket (or a shared memory region)
such as the /proc file system [8]. The advantage of
using the /proc file system is that it is conveniently
accessible by kernel device drivers and is under the
complete control of the kernel. More details on the
implementation can be found in Section 5.

3.1.1 Token Generation Protocol

Our authentication protocol is used to generate iden-
tity tokens for legitimate applications. The identity
tokens are later used to identify the processes when
interacting with the kernel through the system calls.
The identity tokens are needed since the authentica-
tion and verification of identity are separated in A2.
That is, the authentication is only performed at the
time of creating a new process. When the created
process accesses a monitored system call, the identity
verification takes places by searching for an iden-
tity token. Beside providing the needed security, the
separation of authentication and identity verification
improves the system call monitoring overhead (see
Section 6).

Our token generation protocol (TGP) is used to
authenticate individual processes based on the keys
of the corresponding applications. TGP follows a stan-
dard challenge-response authentication protocol used
in secure data communications over a network. We
modify the standard protocol to include necessary
kernel-side verifications as well as including token
generation steps.

TGP is used to prove the identity of a process
to the kernel. TGP must assure that no process can
impersonate other processes using a replay attack
provided that the application keys remains secret. Fur-
ther, a registered application process must be able to
successfully authenticate itself, if it was not previously
authenticated. TGP also assures that no process can
launch a denial of service attack on the kernel. Thus,
we say that the identity of a process is proved if the
process has a key with compliance to Definition ??
and successfully executes TGP such that a token is
generated.

In the following, we formally define a registered
application, an identity token and the Authenticator:
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Definition 3. A registered application is a piece of exe-
cutable code that runs in the form of one or more stand-
alone processes and is issued a secret key by the kernel.

Definition 4. An identity token is a tuple (app, pid)
where app is the name of a registered application and pid
is the kernel process ID of the process created by app.

The identity token is unique and binds to a single
process. It is valid until the termination of the pro-
cess and is generated by the Authenticator but it is
readable by the Secure Access Monitor.

Definition 5. The Authenticator is a kernel module that
implements the token generation protocol and is responsible
for creating and maintaining identity tokens for registered
applications.

Let A denote the Authenticator module and p be a
user process where p.pid is p’s process identification
and p.app is p’s application name. The function
malicious(p) would log p as malicious and may
take any necessary action depending on the security
policies. Additionally, tgenerate(p) is a function
to generate a token tk for the process p. Finally,
arequest(p.app) is a function used by p to send
an authentication request to A. The steps of TGP are
as follows. In each step the actions of (if there is any)
A and p are specified.

Token Generation Protocol:

1) p: Sends arequest(p.app) to A.
2) A: Receives and verifies the request: 2.1

a) Verifies if the requesting application has a
registered key. Otherwise, malicious(p).

b) Verifies if p has already established a token.
If so, malicious(p).

c) A Limits the authentication requests in or-
der to prohibit the applications to flood
the kernel intentionally or due to an un-
intended software bug. Thus, A verifies if
count(p) < limit(p). If the limit check was
failed, malicious(p). Each application
has a specified limit of simultaneous re-
quests. This is set as part of A’s verification
policy.

d) Generates a random nonce s and sends it
to p. Additionally, A sets a timer t for the
string to expire if there was no response
from p. The time frame to expire t needs to
be very short as this authentication is per-
formed without networking inaccuracies.
We only need the timer for the case that
the process crashed or was killed and did
not continue the authentication.

3) p: Generates the hash-based message authenti-
cation code (HMAC) h = HMAC(s,p.pid, k)
(where k is p’s secret key) and sends it to A.

4) A: If t has expired, the authentication request

is discarded. If p is still executing, it will be
terminated to prevent a race condition.

5) A: Computes h′ = HMAC(s,p.pid, k). If
h = h′, then tk = tgenerate(p). tk is
valid until the termination of p. Otherwise,
malicious(p).

6) A: Stores tk in a data structure tokenlist that
is only readable by the verification module (i.e.
SAM).

TGP prevents replay attacks since h =
HMAC(s,p.pid, k) may not be accepted if received
from any process other than p. Denial of service
attacks are also prevented since TGP limits the
number of requests that may be received from a
single process in Step 2.3. Further, code injection
attacks are avoided in TGP. An attacker can write
a malicious code to the shared memory socket. The
code may be read either by p or A. However, since the
communication between p and A has a definite length
(either the length of the request, or the nonce or the
HMAC), exploiting a buffer overflow is avoided by
verifying the string length.

3.2 Application Registration
Prior to performing any authentication, it is necessary
for the kernel to generate and register the secret keys
for legitimate applications. As shown in Figure 3.2,
the secret key must be registered by the kernel and
must be stored in the application’s code capsule (Sec-
tion 2.2). To protect the key from being stolen by
static analysis of the executable code, A2 restricts read
access to executable codes by any application. Further,
the installed key is only associated with one installa-
tion instance and is not valid once the application is
re-installed.

The trusted registrar uses the registration function
as defined below.

Definition 6. The registration function ρ : E, s → Cs

where E is a string containing the executable code and s
is the secret application identity generated by a secure key
generation function f . The function ρ produces the string
Cs = E||s, which is a code capsule protected by the kernel.

To register the key, we design a trusted key registrar
that is used to register applications’ keys in the kernel
and the application. The trusted registrar itself is au-
thenticated and identified through the TGP protocol
with a special key installed manually. The steps taken
by the trusted registrar are as follows:

1) The application is started for the first time and
requests a key from the trusted registrar.

2) The trusted registrar verifies if the application
was previously issued a key and if the applica-
tion is designated legitimate either by the user
or after an application certification process.

3) If verification passed, generates a key s (in com-
pliance with Definition 1) and runs the function
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ρ given the application’s executable E to pro-
duce a the corresponding code capsule Cs. Large
applications may consist of several executable
files. We register each executable file that may
create at least one independent process with a
unique s. The purpose of having a unique s
for each executable is to be able to correctly
identify each running process and bind it to its
executable code.

4) Lastly, s is stored in a secured key storage that
is not accessible by any other process. This ac-
cessibility restriction is enforced in the kernel.

Trusted 
RegistrarApplication

Registration
Authenticator

Authentication

Secret 
Storage

Registration 
Information 

Access
Kernel space

User space

File system

Encrypted storage
Access not permitted to 

other processes

Fig. 3.1. The trusted registrar interacts with appli-
cations to register their secrets. It authenticates itself
before performing any task.

Notice that application keys are securely stored
in the file system. The keys may not be reused by
attackers (in a key replay scenario), as the read access
to code capsules is restricted to the application that
owns the key.

3.3 Authentication of Commodity Applications

The authentication protocol (described in Sec-
tion 3.1.1) can establish a proof of identity for any
user process provided that the process executes the
protocol before performing any task. This approach
would require modification of a large number of
commodity applications to implement the protocol
and poses maintainability and consistency difficulties.
To overcome the difficulties associated with using
the protocol for commodity applications, we deign
a middleware software to perform the authentication
on behalf of the application. By performing the au-
thentication on behalf of the application, the key is no
more available to the application itself. As a benefit of
this design, the problem of leaking the key from the
application is resolved.

We authenticate commodity applications using a
kernel helper referred to as secret verifier (SV) that
is trusted by the kernel (see Figure 3.3). The kernel
establishes the trust with SV similar to the trusted reg-
istrar through the authentication protocol. The helper
shares a memory region with the kernel to exchange
verification messages.

Binary 
code

Secret 
Application 

Identity

Verify SPI

AuthenticatorSA2 Protocol

A
2 interpositionSystem call request

System
 call 

interface

System call 
monitor

Verification 
Request/Response

Secret 
storage

A
2 K

ernel com
ponents

Check 
corresponding 

SPI

Kernel Helper

Registrar

Secret Verifier

Fig. 3.2. Kernel monitors system calls and if needed
asks for verification of the identify of a process.

To verify the identity of a running process, the
kernel checks if the process has already been verified
by searching the list of valid tokens. If the token is not
found, the kernel sends a message to SV containing
the path to its executable. SV verifies if the application
is registered with a secret. If a corresponding secret
was found, SV reads the executable code indicated by
the path passed by the kernel. If the executable is a
code capsule with the same registered secret, then the
verification succeeds and a message is passed back to
the kernel. The kernel completes the authentication
by adding the token in the list of valid tokens and
exempts the process from future authentications.

3.4 Verification of Identities

Our token generation protocol is used to securely
authenticate running processes and generate identity
tokens. These identity tokens are used by the Secure
Access Monitor to validate application access rights
at runtime and authorize the use of system calls
accordingly. SAM’s main functionality is to monitor
designated system calls and verify the identity of pro-
cesses for other cooperating kernel components such
as a MAC system. The system call monitoring mech-
anism assists a MAC system to enforce its specified
policies using the provided identity verification. Our
monitoring mechanism is general enough to monitor
any desired kernel function.

Our identity tokens are integrated with existing
MAC systems. For instance, we modified AppArmor
to make use of the identity tokens generated by the
Authenticator and verified by SAM. Using the identity
tokens, AppArmor can strongly bind a process to
the application profile and enforce appropriate access
rights. Further details on the integration of a MAC
system with our framework are left for future work.

The Secure Access Monitor can be integrated and
with a policy specification language to benefit from
existing scholarly work in this area [9], [10], [11],
[12]. A policy file must specify application categories,
system call names, and optionally permitted system
call usage frequencies. SAM uses the binary decision
for allowing or disallowing the use of a system call.
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In this file, permitted frequency is omitted indicating
that the corresponding system call usage frequency is
unlimited.

4 DISCUSSION
In this section we present the properties of the A2
framework. We discuss in detail the security guaran-
tees that are achieved using our identification model.

Strong application identities. Our presented ap-
plication identification model is strong since it uses
cryptographic keys that are kept secret and protected
by the A2 framework. The secret key of an appli-
cation is unforgeable as it is computationally hard
for a malware to find the key. Moreover, the token
generation protocol enables transparent and secure
communication between applications and the kernels
relying on the properties of the cryptographic hash
functions.

Application isolation and access rights. In the A2
framework, we fully sandbox undesired processes.
Our sandbox relies on the fact that malicious appli-
cations fail to authenticate to the kernel and thus
are prevented from using most critical system calls.
Moreover, such processes are exposed to the kernel
when trying to interact with it without the presence
of a valid token. This makes A2 a powerful tool to find
malware that was dropped by other applications by
various means such as through drive-by-download.
Although a legitimate application such as a web
browser may allow malware to be downloaded, A2
prevents the downloaded malicious code to reach its
ultimate goal.

Effective application-level access right enforcement
is another advantage of A2. When access rights are
simply enforced based on application names, instal-
lation paths or solely according to the user’s access
rights, it is difficult to securely control the activities
of various processes. The strong binding between a
process and its executable code (i.e. the application)
enables the kernel to treat applications as principals
and enforce appropriate access rights. In this case,
when a simple text editor application does not need
to use the networking system calls, A2 prevents it
from doing so. Such policies help in deciding desired
and undesired behavior of an applications to prevent
intentional or unintentional misbehavior.

Key protection. Application binaries provide secure
storages for application keys. To protect the secret
key from being revealed to other applications, A2
restricts read access to registered application binaries.
In principle, malware can also steal a key from appli-
cation’s memory at runtime, using a buffer overflow.
However, as we restrict the activities of unidentified
processes, such an attack cannot be achieved. Further,
a file system encryption can be used to encrypt the
binary code of an application using a master key
known to the kernel. This can be done by implement-
ing a kernel module, which will be responsible for

encryption and decryption of the application binaries
without the need to modify the kernel. We leave this
issue for our future work.

A2 is capable of identifying interpreted programs
running as stand-alone processes. For instance, a Java
executable runs as a separate process named Java. In
this case, the program can have a unique key and
be registered in the installation time. Each program
can authenticate itself independently using our frame-
work. Other interpreted languages such as Adobe
Action Script and Word document macros are out of
the scope of our model.

Programs that are executed as part of other pro-
grams (for example using execve) are also identi-
fiable using A2. In our model, a process does not
inherit its access rights from its parent process or
the application that was responsible for ordering the
execution. For example, programs often run using a
shell terminal. It is the responsibility of the process to
perform the authentication and identify itself.

Extensible applications such as Internet browsers
frequently run other code such as JavaScript pro-
grams. In a browser, extensions and add-ons may
not have the same trust level or access rights of
the browser. The goal of A2 is to fundamentally
distinguish a legitimate browser from a malicious one,
which is well achieved. Thus, detection of malicious
code running in a browser is out of the scope of A2.

5 IMPLEMENTATION

We realize a prototype of the A2 framework in the
Linux Operating System (Debian 2.6.32). The two
main components of A2 (Authenticator and SAM)
are developed as kernel device drivers (modules).
We have implemented SAM and the Authenticator
as Linux kernel modules. These two modules can
be loaded using root privileges as needed. SAM
depends on the Authenticator in order to verify the
tokens. The trusted key registrar and the secret verifier
are implemented as kernel helpers that run in user
mode. All the components are written in standard C.
In the following we describe the implementation of
our prototype.

5.1 Trusted Key Registrar and Secret Verifier
The trusted key registrar is implemented as a user
process, for several reasons. First, such a functionality
should not be included as part of the kernel code to
preserve the maintainability of kernel code. Second, it
is more convenient to implement the registrar using
standard user-level libraries, which are not provided
for kernel code. Third, by implementing the regis-
trar as a user process, we avoid unnecessary context
switches to register an application.

Provided that, the registrar runs as a user process,
the kernel must ensure that the secret information is
not communicated with unauthorized user processes.
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To achieve this, we hard code a secret application
identity for the registrar in its code. The trusted
registrar uses the secret to authenticate itself to the
kernel. This authentication is through the use of
our Secure Application Authentication protocol (Section
3.1.1), which is executed between the kernel and a
user process.

Application registration is performed by the trusted
registrar upon user’s request. As depicted in Figure
3.2, the trusted registrar is a kernel helper application
that interacts with the Authenticator to prove its
identity prior to performing its task.

The trusted registrar interacts with an application
to provide it with a secret and stores the secret in a
secure storage on the file system. The secure storage of
the keys is a file with restricted access to the trusted
key registrar process only. This restriction is imple-
mented as preventing the open system call on the
secret storage file unless the process is authenticated
as the trusted key registrar. The kernel can provably
identify the authorized process since the trusted key
registrar is issued a special key at the development
time, which is also known to the authenticator mod-
ule.

The secret verified process is similarly authenti-
cated. Both the trusted key registrar and the secret
verifier are stored in code capsules that are protected
by the kernel. The trusted key registrar has access
to application executables to respond to the kernel’s
requests. These requests are sent to the secret verifier
process through the /proc file system. We also secure
the communication channel by restricting the open
system call to all other processes.

5.2 Authenticator

The Authenticator module uses the Linux kernel
Cryptographic API [13] to perform the HMAC op-
erations using a number of supported hashing al-
gorithms. The Authenticator communicates with the
user space using the /proc file system, which is a
memory-based file system controlled by the kernel.
A protocol file is created by the Authenticator in
the /proc file system and is made accessible to all
running processes. The protocol remains secure since
the communication is performed using the HMAC
(Section 3.1.1).

We define two functions for reading and writing op-
erations to the protocol file in /proc file system. The
read_protocol_file function is executed when
the user reads the file. For writing to the challenge
file, we define the function write_protocol_file.
In this function, our module reads the data that is
written by the user. The Authenticator only responds
to one request, which is the generation of a token by
a running process. The request verifications described
in Section 3.1 is performed before the protocol can
proceed.

Our implementation of the Authenticator is able
to accept multiple requests from multiple processes
using the same /proc protocol file. For each process,
only one request is served at a time. We define an
tokenlist data structure that stores the secret keys
of all authorized applications. When the Authentica-
tor receives a request, it verifies the availability of a
key for the requesting application by searching the
tokenlist. If a key was found, the Authenticator
continues the rest of the verification process and then
sends a random nonce back to the process. At this
time we set a flag that an authentication process for
the requesting application is ongoing. When the hash
of the nonce arrives, the Authenticator verifies that
hash and in case the hash was correct, a token for
the currently communicating application is generated
and is kept in the tokenlist.

5.3 Secure Access Monitor
Secure Access Monitor (SAM) and the Authenticator
communicate via a shared data structure in the mem-
ory that holds the valid tokens. This data structure is
only visible to SAM and the Authenticator. To verify a
process’ identity, SAM searches through a list of valid
tokens that are maintained by the Authenticator.

We implement the list of tokens as a sequential
dynamic array. In our experiments, under a normal
use, the number of running processes was under 100
process. As it is shown in the evaluations, searching
the list of tokens did not have a significant overhead
in a normal usage. However, in order to improve the
overhead, one can implement the list of tokens as a
red-black tree (a special type of balanced binary search
tree [14]) that has a search complexity of O(log n)
where n is the number of tokens in memory.

To avoid the need to modify the kernel, SAM uses
the kprobe API to hook into system calls and monitor
process activities. Although the probes introduce extra
overhead, the produced overhead does not cause
considerable latencies to application’s functionality,
limited by an upper-bound of 3 times more overhead
(see Section 6).

To provide a more efficient implementation of SAM,
we modified the Linux kernel to implement a faster
system call tracing method. In this implementation,
we modify kernel’s entry assembly code to perform
the verification of identities before the system call
takes place. As the kernel prepares for jumping to the
address of the requested system call, we place a jump
to the address of our kernel function that implements
SAM. We store all the necessary information before
the jump and send the system call number and the
process information to SAM’s kernel function. The
system call may be allowed or disallowed according
to the value returned from our kernel function. After
the return, we check the return value and either jump
to the desired system call function or execute an exit
code to user mode.
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6 PERFORMANCE EVALUATION

The strong security guarantees provided by our A2
framework incur computational and management
overhead in the operating system. In order to assess
the efficiency of our framework, we answer the fol-
lowing questions in our experiments:
• What is the system call overhead caused by A2

as a result of verifying application’s identity at
the time of making system calls?

• How does A2 impact the overall system perfor-
mance?

In our evaluation, we design a micro-benchmark to
assess the system call overhead. In order to assess
the overall system performance penalty due to A2,
we use the lmbench micro-benchmark [15]. For our
analysis we used a VirtualBox virtual machine (VM)
with Ubuntu 10.04 (32-bit) installed on it. We allowed
the VM to use up to 1 GB of memory. At the time
of our analysis a normal load of user programs were
launched.

To measure the overhead caused by SAM on han-
dling the system calls we designed a set of programs
to make extensive use of a collection of system calls.
We let SAM to monitor a collection of seven system
calls containing frequently used system calls such as
read and less frequently used system calls such as
getpid.

Each of our benchmarking programs are given a
system call and a number of iterations. We set each
program to make calls to the specified system calls
for 150,000 iterations. The programs do not perform
any other tasks. We measure the time spent in kernel
for the system calls made by each program in three
experimental settings. First, we measure the system
without running any of our kernel modules. Next, we
run A2 modules, without performing any verifications
by SAM (i.e. searching the tokenlist). In the final
experiment, SAM verifies the tokenlist with a total
of 300 stored tokens. The results of our experiments
are shown in Figure 6.1. On average, the system call
overhead is 3 times more than the baseline latency.

Based on our experimental results, the major la-
tency is caused by the installed probes in the kernel
functions. That is because, the average extra latency
caused by the verification of the tokenlist (that
already contains a total of 300 tokens) is 29.03%.

We measured the overall system performance
downgrade due to A2, in another set of three exper-
iments. For these experiments, we used the lmbench
micro-benchmark [15]. This benchmark provides per-
formance analysis for various system functions such
as networking and file system. We include the results
for signal handler, pipe communications, UNIX socket
transactions, process creation and termination using
fork and exit, and process creation using execve.
As shown in Figure 6.2, the extra latencies caused
by A2 modules are not significant. On average, there
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Fig. 6.1. System call overhead measured in three
experiments: No A2 modules running, A2 without any
verification, and A2 running and performing verification
on a list of 300 tokens.

is an increase of 26.76% in processing time and the
maximum latency is for UNIX socket transactions for
an overhead of 54.65%.
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Fig. 6.2. The latency caused by A2 modules for UNIX
socket transactions and process creations.

6.1 Scalability Evaluation

Figure 6.3 shows an experiment to measure the
scalability of A2 modules. We examined the average
overhead associated with verifying the tokenlist
with various numbers of tokens in the list. With
under 1000 tokens generated, the latency caused is
a fraction of a second (50 microseconds), which is
a negligible overhead. Our token lifetime is equal
to the lifetime of the process it belongs to. Given
this lifetime model, having 1,000 tokens means
1,000 different processes authenticated in the current
session. We do not expect a normal load would have
more than 1,000 processes running simultaneously.
However, even with having 20,000 tokens the latency
reaches up to 350 microseconds.

Figure 6.4 shows an experiment for measuring the
total overhead caused in a 5-minute-long trace for
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searching for a token based on a global monitor-
ing frequency f . With f = 50, an inspection is
performed for every 50 calls to sys_socketcall.
The corresponding average overhead associated with
our access verification is quite small and efficient,
which is under 5 seconds over a five-minute period.
Higher monitoring frequencies incur higher latency.
A higher monitoring frequency provides a stronger
secure guarantee for the overall system. (If f = 1,
SAM monitors every single system call request for
monitored system calls.) Therefore, the malware be-
havior can be detected immediately from the first call
made. In contrast if f > 1, SAM skips f number
of system calls before it verifies the tokenlist to
increase the performance. In case of restricting access
to highly critical system calls, the malware may be
able to manage to fall into the interval after the last
tokenlist verification and before the next verifica-
tion. f must be as low as possible, especially for those
system calls that are least frequent such as sys_kill.
The f value may be slightly increased for highly
frequent system calls like sys_open. On the other
hand, even with a f = 1 for less frequent system
calls, the system has a negligible system performance
downgrade.
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Our results show efficient system call performance
without a significant penalty due to our monitoring
architecture. While performing the experiments inside
a virtual machine with limited resources, we did not

notice the imposed latencies as end users. Moreover,
the token generation protocol does not impose further
performance penalties as it is not part of the monitor-
ing process. This protocol is only executed once at
the time of creation of a process and the generated
identification token can be subsequently used in the
system call monitoring process.

7 RELATED WORK

Existing work on protecting system’s integrity is
studied in the form of program integrity measure-
ment techniques [16], [17], [18], information flow in-
tegrity [19], and mandatory access control [3], [1].

The Integrity Measurement Architecture (IMA) is a
mechanism to provide attestations about the integrity
of the kernel and the running programs for a trusted
remote verifier [18]. In this architecture, the kernel
maintains an aggregation of user programs’ and files’
checksums (i.e., the hash of the file’s contents) in
the memory. The integrity of the list in the kernel’s
memory is maintained using TPM. The checksums of
user programs’ are communicated to the remote party
to perform the necessary verification. In [17] a similar
approach is taken to apply IMA on mobile operating
systems.

The work in [18] is enhanced by PRIMA [19] to take
advantage of information flow integrity for verifying
and controlling user programs’ inputs. Specifically,
PRIMA forces the flow from a low integrity program
to a higher integrity program to pass through a filter.

ReDAS approaches the problem by providing at-
testation of dynamic program features to remote par-
ties [16]. In the proposed methods, the integrity of the
kernel is assumed to be established based on TPM.
Then, the kernel keeps track of dynamic program
features by a static analysis of the program binary. For
instance, ReDAS makes sure that the return address
of a function points to the instruction following the
call instruction.

Mandatory access control (MAC) systems specify
fine-grained policies for the installed applications.
These policies are typically administered by a power
user (such as the root user in UNIX-based systems)
to control the behavior of the applications. A well-
known MAC system is SELinux [1]. SELinux assigns
applications to domains and tags executable files with
their appropriate domain information. At runtime,
SELinux monitors the access by all processes and
enforces the predefined access policies by binding
the process to an appropriate domain and deciding
on the right policies. An alternative to SELinux, gr-
security [20] provides sophisticated memory protec-
tion mechanisms such as enforcing read-only memory
pages.

Existing MAC systems differ with our proposed
model in that they rely on standard Linux user identi-
ties to decide on the access rights. We instead, provide
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a strong application identification mechanism (Section
3.1.1) that is independent of a particular user identity
and does not rely on dynamic features such as a
process ID.

In [21], [22], the authors propose the use of message
authentication code in monitoring system calls. By
using an automated method binary rewriting, all the
system calls functions calls are modified to include a
message authentication code as extra arguments. The
message authentication code is generated using a key
that is available to the kernel. At runtime, the kernel
uses the key to verify the code against the actual
system call made by the application in order to detect
possible modifications to the application’s behavior.
The presented work is limited to providing identities
(the HMAC) to individual function calls to system
calls in an application. Thus, it does not provide an
identity to the application itself.

System call monitoring is an ongoing research to-
wards protection against malware [23] mostly focused
on the use of virtual machine monitors (VMM) to
monitor system calls [24], [25]. We do not implement
the components of A2 within a VMM to avoid the
semantic gap introduced. This semantic gap prevents
A2 from close monitoring of the process activities as
well as proper identification of the processes. Futher,
VMM does not provide additional security guarantees
since we preserve the security of the kernel and the
authenticated processes by limiting the activities of
malicious processes.

Application sandbox is a mechanism to allow exe-
cution of untrusted code on protected hosts. Recent
sandbox proposals include Vx32 [26], UserFS [27],
and BLADE [28]. Application sandbox methods are
useful for our A2 framework. Systems such as UserFS
that allow temporary secure execution of an untrusted
code can be coupled with A2 to perform the necessary
application checking before registering the application
as a legitimate application. In a future direction, we
will examine the integration of A2 with an application
sandbox to provide a more comprehensive solution.

8 CONCLUSIONS

We presented a novel authentication model that pro-
vides strong and unforgeable application identities
and binds the processes to their corresponding ap-
plications at runtime. Our model is combined with
our system call monitoring architecture that verifies
identities of the processes. This model resolves the
problem of detecting the identity and the origins of
running processes using a trusted kernel. In the A2
framework, malicious processes are completely iso-
lated to prevent them from attacking other processes
or achieving any attack goals. The authentication
model of A2 is simple to implement and is highly
portable. We introduced the idea of an authentication
protocol between a user application and the kernel.

To protect commodity applications, we introduced
a method to authenticate applications without the
need to modify the applications. Our middleware
contributes to the portability and usability of our
framework. Our evaluation results indicate the fea-
sibility of using cryptography for the purpose of
identifying running processes. We achieve this result
by separating the authentication from the monitoring.
Therefore, there is virtually no performance penalty
due to the use of cryptographic functions.
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